Mind Your Pain App Privacy Policy

May 23, 2021

Thank you for participating in the Mind Your Pain (“MyP”) study. This privacy
agreement assumes you have read and signed the consent form for this study.

. What Data We Collect

The Mind Your Pain (“MyP”) phone app collects data for the primary purpose of
the MyP study. This includes participants’ responses to the questionnaire included in
the MyP phone app. User IDs (Usernames) are linked to these responses for the
purpose of the study. The date and time of the responses are included in the data
collected. Analytics and usage data are also collected. This includes, but is not limited
to, User IDs (usernames of your choice; not your real name), the MyP phone app
version, the mobile device model, and the mobile device’s operating system version.
Passwords used to log into the MyP phone app are also stored.

II. How We Collect Data

Upon opening the app, starting the questionnaire, or completing the
qguestionnaire, data is sent securely from the device via APIs for Google Firebase
(analytics and usage data) and Qualtrics (questionnaire responses).

lll. How Do We Use The Data

Questionnaire responses are used for the primary purpose of the MyP study.
They will be used to further conduct the study. Furthermore, this research data may be
used in future research studies. Analytics and usage data is used to monitor the
usage, success, and performance of the MyP phone app with respect to the MyP
study. Passwords used for the MyP app are used for the purpose of user
management.

IV. Who is Data Shared With

Data collected from this study is stored in a secure data bank, behind a UCSF



firewall. These data will only be shared with the team of MyP researchers. If data are
shared outside of this study (for example for publication), they will be de-identified
through the stripping of usernames and other personal information. For more
information on the sharing and future use of your data, please reference the consent
form associated with the MyP study.

V. Data Expiration and Requesting Deletion

Data collected through the MyP phone app and MyP study will not expire. It may
be used for future studies, as approved by the required ethics committees. If you
would like to withdraw from the study, and/or request deletion of your data, you may
contact the researcher or staff person. Please reference the consent form associated
with the MyP study for more information and who to contact.

VI. Other

If you have further questions about your data or the MyP study or MyP phone
app, please look through the consent form and/or contact those listed on the consent
form for more information.
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